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Security & Privacy Marketplace 

• Estimated $1.0-$1.3B GWP market YE 20131 
• Buyers of S&P insurance: 35% in 2011, 52% in 2012 and 20132 
• Global brokers:  

– 30% increase in new buyers  
– 20% increase in new limits  

• New and varied capacity 
• Shortening sales cycle 

– New industries 
– Increased BoD awareness 

• Emerging exposures 
• Loss data is a moving target 
 

1. Guy Carpenter’s State of the Tech/Cyber market report (2012) and Management Liability – Market Overview report 
(Oct. 2013) 

2.  Advisen 2014 Information Security & Cyber Liability Risk Management Survey of Risk Managers 

Presenter
Presentation Notes
Reports vary on the volume.  Sources of this info include reinsurers, global broker reports, Advisen and Betterley.  General consensus is the market is around $1B and is expected to top $2B in next 3-5 years.  This GWP includes blended E&O programs, since the product grew out of the Tech and FI E&O space.  The data shows that buyers of the coverage have increased, particularly in the large company space.  Our experience tracks with that reported by some of our global broker partners:  increase in new buyers, increase in limits

Over 30 carriers offer coverage, but only 5 or 6 offer primary.
We are seeing new entrants all the time, mainly those with excess capacity.
There is a varying appetite for 1st party coverages, particularly the Business Income/Extra Expense.

The sales cycle has shortened.  New industries are starting to express interest in buying the cover.  The Tech and FI spaces are well-penetrated; large retailers have been buying for some time; healthcare is another highly regulated industry that we see buying.  But we are seeing more interest from manufacturers, higher education and other sectors.  

According to the 2013 Advisen survey, 54% of Boards and 64% of c-Suites perceived cyber and information security as at least a moderate threat to their organization.  This is compared to 89% of Risk Managers.  But since Target, we have been hearing from more Board members who are concerned about the exposure.  We are also watching the impact of breaches on other Management Liability lines.

Emerging exposures mean our underwriting has to continue to evolve:
New malicious attack vectors (eg. Target HVAC vendor)
Increased reliance upon technology and new technologies – cloud services, mobile devices, social media
Business income issues – interdependency, aggregation, supply chain

Loss data continues to be a moving target – open class actions, new theories of liability, first party costs. (see next slide)�
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Total Cost Trend of U.S. Cyber Crime 2011 - 2013 

$0 $20,000,000 $40,000,000 $60,000,000
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2011
2012
2013

$1,530,568

$1,365,010

$1,288,710

3 

$5,895,065 

$6,151,136 

$8,389,828 

$8,933,510 

$11,559,057 

$36,470,889 

$46,024,363 

$58,094,571 

$9,072,750 

*Ponemon Institute 2013 
Cost of Cyber Crime Study of 
U.S. Companies 
 

Presenter
Presentation Notes
The direct per record cost has remained relatively constant over time, but the indirect costs have caused the majority of the movement. These direct costs are Forensics, notification, defense and damages in lawsuits, regulatory defense and fines and penalties.

The indirect costs are the lost business due to a loss in confidence. These indirect costs associated with consumers and investors loss of confidence can also be seen in the 9% drop in Global Payments stock after the news of their 2012 data breach hit the markets.

According to the Ponemon study; the decline from $194 to $188 in 2012 suggests that organizations represented in the study continue to improve their performance in both preparing for and responding to a data breach. More organizations are using data loss prevention technologies, and companies are more aware of how to handle these breaches so there is less customer churn which greatly reduces the indirect cost. 

Synopsis: The total coast of a data breach including direct and indirect cost can range significantly. The graph depicts the total cost and infers a trend of increasing average cost. Although outliers can sway the minimum cost and maximum cost the increasing median figure infers that total cost of a data breach has been trending higher. Although the per record cost has trended downward in the past two years factors such as regulatory fines, regulatory compliance, forensics, and legal expenses have increased the total cost of a breach. 
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Distribution By Cause 
 

Cost Per Record Based on Type of Breach 

4 

Presenter
Presentation Notes
Source: Ponemon Institute; 2014 Cost of Data Breach Study United States, May 2014
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Overview of Breach Exposures: 
 

•Crisis Management Costs 
– Legal, public relations or other service fees 
– Advertising or related communications 

 
•Costs of Notification  

– Forensic investigation 
– Printing, postage or other communications to customers 
– Credit monitoring services 

 
•Business Interruption Losses 

– Loss of Income 
– Costs to Recreate Lost or Stolen Data 
– Extra Expenses 
 

•Regulatory Fines and Penalties 
 
•Legal Liability 

– Class action litigation 
– Suits from Customers and Vendors  

 
•Reputational Damage 

Crisis 
Management 

Costs 

Notification 
Costs 

Business 
Interruption 

Losses 

Regulatory 
Fines and 
Penalties 

Legal Liability 

Reputational 
Damage 

Presenter
Presentation Notes
Speak to bullets: Catherine M will provide background
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Coverage Overview 

3rd Party Coverages 1st Party Coverages 

Security & Privacy 
Liability Coverage 

 

Internet Media 
Liability Coverage 

Business Income 
& Dependent 
Business Income 
Loss Coverage  

 

Digital Asset 
Replacement Cost 
Coverage 

 

Cyber Extortion 
Threat and 
Rewards Payment 
Coverage 

 

 

Privacy 
Breach Cost 
Coverage 

Presenter
Presentation Notes
Broad appetite for most sectors.

Broad definition of insured
Rogue Employee Coverage
Vicarious Liability coverage for wrongful acts of Service Providers
Consumer Redress Fund subject to full limit

Dependent Business Income Loss coverage subject to full limit.

PBC Coverage – (various limits available; will go up to policy limit in certain circumstances – industry segment, size of risk, u/w factors)
Applies to both voluntary and regulatory responses to breaches.
Vendors are in place for the following coverages.  Insureds are not required to use our panel (as other carriers require).
Computer Forensic Analysis;
Determination of Indemnification Obligations under Written Contract with a Service Provider;
Determination and Notification of Affected Individuals or Regulatory Agencies;
Compliance with Privacy Regulations;
Planning, Implementation and Execution of a Public Relations Campaign;
Credit Monitoring
(Not included:  Regular or overtime wages/salaries, cost to comply w/ injunctive relief, taxes/fines/penalties)
[IF ASKED about Beazley Breach Response “BBR” that is the approach where they provide notification and credit monitoring on a per record basis (eg. 2MM records), outside the limit.  They strictly require use of their panel, it only applies to regulatory – not voluntary – notifications, and the other PBC coverages are sublimited.  Zurich has the ability to consider this approach on certain classes of middle market business and we will also consider sitting excess of Beazley.  But we would prefer to offer broad coverage and help insureds determine the scope of their exposure via our prebreach services cited on the next slide).
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• “C.H.E.W”1 
– Crime 
– Hacktivism 
– Espionage 
– War 

• Hyperconnectivity 
– System-wide risk 
– Local risk 
– Recommendations 
– The Atlantic Council “Risk Nexus” report 

• Legislative items 
– State-specific 
– SEC Guidance 
– Executive Order and N.I.S.T. framework 
 

Other exposures and resources 

7 1. Richard Clarke, “Cyber War: The Next Threat to National Security & What to Do About it”, published 2012 
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Thank you 
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